
 
 

February 21, 2019 
 
VIA E-MAIL  
 
Donald S. Clark, Secretary of the Commission  
Andrew Smith, Director, Bureau of Consumer Protection  
Federal Trade Commission  
600 Pennsylvania Avenue NW  
Washington, DC 20580  
 
Dear Mr. Clark and Mr. Smith, 
 
The undersigned privacy, technology, parent, and consumer advocacy organizations respectfully 
request that the Federal Trade Commission investigate whether Facebook has engaged in unfair 
or deceptive practices in violation of Section 5 of the Federal Trade Commission Act and the 
Children’s Online Privacy Protection Act (COPPA). 
 
This request is based on Facebook’s practices that recently came to light when a court granted a 
request from the Center for Investigative Reporting to unseal documents from a class action 
lawsuit brought in 2012.   Plaintiffs in the lawsuit alleged that Facebook tricked children into 1

making in-game purchases and then made refunds almost impossible to obtain. Facebook settled 
the case in 2016.  
 
The unsealed documents show that for years--at least as far back as 2010 and as recently as 
2014--Facebook maintained a system that encouraged children to make unknowing and 
unauthorized credit card purchases for virtual items in games on Facebook’s platform.  After 2

parents and minors repeatedly complained about the credit card charges, internal Facebook 
documents demonstrate the company refused to refund charges and set up a labyrinthine 
complaint system to deter refund requests. Internal documents also reveal that the company was 
aware that games on its platform were popular with children as young as five.  
 
The practice of charging children for purchases made without parental consent, and often without 
parental awareness, constitutes an unfair practice under the FTC Act, 15 U.S.C. § 45(n). Indeed, 
the FTC and a federal court have already found this type of conduct is unfair.  In complaints filed 

1 ​IB v. Facebook, ​No. 12-1894  (N.D. Cal. May 26, 2016), and see Halverson, Nathan. “Facebook 
Knowingly Duped Game-Playing Kids and Their Parents out of Money.” Reveal, Reveal, 26 Jan. 2019, 
www.revealnews.org/article/facebook-knowingly-duped-game-playing-kids-and-their-parents-out-of-mone
y/. 
2 ​IB v. Facebook, ​No. 1201894 (N.D. Cal. May 26, 2016) 

1 
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against Apple, Google, and Amazon, the FTC alleged that the companies acted unfairly in 
permitting children to make in-app purchases when it was not clear when a purchase was being 
made and when parents were not given a choice whether to allow the minor child’s purchases.  3

Settlement agreements with the FTC required those companies to modify their billing practices 
to ensure they obtained express, informed consent from consumers for any in-app purchases, and 
required them to offer refunds of up to $70 million.  Given the similarity of the conduct at issue, 4

Facebook users should be entitled to similar relief. 
 
Facebook’s practices also indicate a potential violation of COPPA, which the Federal Trade 
Commission should investigate. Documents demonstrate that Facebook knew that certain games 
were highly popular with young children, some as young as five years old. This calls into 
question Facebook’s claims that its entire platform is for a “general audience,” as these games 
appear targeted to youth. In any event, it certainly indicates actual knowledge of child users on 
the platform for the purpose of the statute.   5

 
The need for the FTC to investigate Facebook is not obviated by the settlement agreement 
reached in the class action suit.  First, the class action lawsuit did not address potential COPPA 6

violations and concerned only unfair billing practices. Second, by its terms, the settlement 
agreement expires in May 2019.  Without FTC action, Facebook could resume these unfair 
practices. 
 
Third, the terms of the agreement are insufficient to prevent consumer harm. Significantly, it 
does not require Facebook to cease manipulating young children into making unauthorized 
and/or unknowing purchases. Instead of stopping Facebook from encouraging unauthorized 
charges, the settlement agreement places the responsibility on minors to get permission from 
their parents,  and if they don’t, requires parents to go to the trouble of seeking a refund.  Also, it 7 8

3 See ruling in​ FTC v. Amazon​, 2016 ​Federal Court Finds Amazon Liable for Billing Parents for Children’s 
Unauthorized In-App Charges​, and ​FTC v. Apple​, ​FTC Approves Final Order in Case About Apple Inc. 
Charging for Kids’ In-App Purchases Without Parental Consent​, and ​FTC v. Google, ​FTC Approves Final 
Order in Case About Google Billing for Kids’ In-App Charges Without Parental Consent 
4 ​FTC v. Amazon 
5 See COPPA - 16 CFR § 312.3 
6 FTC v. Apple 
7 IB v. Facebook ​Approved Settlement Order, see Paragraph 2(vii) requires Facebook to put language in 
its Community Payment Terms warning that “If you are under the age of eighteen, you may use Facebook 
Payments only with the involvement of your parent or guardian.” Attached as Appendix 1. 
8 The settlement agreement does require Facebook to add a checkbox to its refund request form to 
indicate that the in-app purchases were made by a minor, and to implement a dedicated queue for 
processing these requests. While this may make the process of seeking a refund easier, it does not 
assure that parents will actually receive refunds. 

2 
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fails to require Facebook to provide prominent disclosures to parents that by using a credit card, 
their children can charge items on that card. 
 
Nor does the settlement agreement make whole the consumers harmed by Facebook’s unfair 
practices.  The settlement agreement does not require Facebook to refund all consumers 
victimized by its practices, or to issue refunds for any future unauthorized in-app purchases by 
minors.  Indeed, Facebook’s Help Center guidance for games still indicates children can rack up 9

charges on parents’ accounts without a parent realizing it.   Thus, the FTC needs to investigate 10

Facebook’s practices and ensure consumers are able to obtain meaningful redress and to prevent 
similar unauthorized purchases in the future.  
 
SECTION 5 
 
Practices are unfair under Section 5 of the FTC Act if (1) they cause or are likely to cause 
substantial injury to consumers, (2) the injury cannot reasonably be avoided by consumers, and 
(3) the injury is not outweighed by any countervailing benefits to consumers or competition.  It 11

is patently clear that Facebook’s actions here were unfair.  
 
First, the court documents demonstrate substantial injury to consumers--one teenager incurred 
$6,500 of charges in a few weeks.  At one point nearly 10% of the $3.6 million spent by minors 12

on gaming was in dispute with credit card companies.  Facebook deceived consumers for years, 13

and the costs were substantial—for example, in just one three month period, consumers lost 
hundreds of thousands of dollars they did not intend to spend.  The fact that request rates for 14

refunds were 20 times higher than the usual rate of refund requests demonstrates that consumers 
did not wish to make these purchases. 
 
What’s more, Facebook’s exploitative practices targeted a population universally recognized as 
vulnerable—young people. Facebook took advantage of unsuspecting kids, one of whom 
employees referred to as a “whale,” using casino parlance to refer to the child’s high volume of 
purchases.  These teens and children were just trying to play games, and without realizing it, 15

they could have charged hundreds or even thousands of dollars on their parents’ credit cards.  

9 See Approved Settlement Order in ​IB v. Facebook​, Appendix 1. 
10 See ​Facebook’s Help Center, Game Payments​ -  “If you see a Facebook charge on your bank 
statement that you don't recognize, make sure a family member, friend or co-worker didn't use your 
account to buy something without you knowing.”  
1115 U.S.C. § 45(n). 
12 Exhibit OO to Plaintiff's Motion for Class Certification (Unsealed Dkt. 194-9), attached as Appendix 2 
13 Exhibit H to Plaintiff's Motion for Class Certification (Unsealed Dkt. 193-9), attached as Appendix 2 
14 ​Exhibit H (Unsealed Dkt. 193-9), Appendix 2 
15 Exhibit OO (Unsealed Dkt. 194-9), Appendix 2 
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Through no fault of their own, they were likely made to feel as if they had created substantial, 
real-world problems for their families. They and their parents expended untold time and energy 
attempting to acquire refunds. Some simply gave up as Facebook said the charges were not 
refundable. 
 
 
Second, it is obvious the consumers could not reasonably avoid these purchases, which appear to 
have been made largely without knowledge, let alone informed consent. It is well documented 
that game developers use persuasive and manipulative design tactics to encourage children to 
spend money.  The games defaulted to the highest cost settings, which Facebook knew “can 16

confuse minors.”  Facebook knew that a number of in-game purchases were so integrated into 17

gameplay that children did not realize they were spending real money, with one employee noting 
that purchases with Facebook credits “do[]n’t necessarily look like real money to a minor.”  18

Indeed, in what attorneys for users describe as “survey responses,” one mother wrote that her 
child “is only 7 years old, she did not know that she really paid (real [money].)”  Facebook 19

knew that adults did not realize that a credit card they had entered once, possibly for purposes 
entirely unrelated to a child’s gameplay, would remain in the system and be charged again and 
again as their child played. Emails and memos from Facebook employees note that “[i]n nearly 
all cases the parent knew their child was playing Angry Birds, but didn’t think the child would be 
allowed to buy anything without their password or authorization first,” and “[t]he parent had a 
stored credential either from previous game spend or from advertising on Facebook. Nearly all 
stated that they were surprised that the child wasn’t prompted for some sort of authorization 
first.”  Facebook did not even bother to send receipts to many parents--at one point, only half of 20

users were receiving email receipts.   21

 
And even though some Facebook employees proposed tools to help consumers avoid these 
purchases, Facebook declined to implement them. Facebook employees knew something unusual 
was going on, and they knew that kids and parents were unaware that these purchases were being 
made. Some employees investigated and proposed some options to lessen the likelihood that kids 
would unknowingly spend their parents’ money. But countermeasures, such as requiring credit 

16 ​Meyer, Marisa, et al. “Advertising in Young Childrenʼs Apps.” Journal of Developmental 
Behavioral Pediatrics, vol. 40, no. 1, 2019, pp. 32–39., doi:10.1097/dbp.0000000000000622. 
17 Exhibit D to Plaintiff's Motion for Class Certification (Unsealed Dkt. 193-2), and Exhibit M to Plaintiff's 
Motion for Class Certification (Unsealed Dkt. 193-8), attached as Appendix 2 
18 Exhibit M (Unsealed Dkt. 193-8), Appendix 2 
19 Exhibit O to Plaintiff's Motion for Class Certification (Unsealed Dkt. 193-10), attached as Appendix 2 
20 Exhibit N to Plaintiff's Motion for Class Certification (Unsealed Dkt. 193-9); Exhibit II to Plaintiff's Motion 
for Class Certification (Unsealed Dkt. 194-3), attached as Appendix 2 
21 Exhibit Q to Plaintiff's Motion for Class Certification (Unsealed Dkt. 193-12), attached as Appendix 2 
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card digits to be entered again, would have cut into revenue.  Rather, Facebook counseled 22

developers to “not avoid” what it termed “friendly fraud,” instead encouraging developers to 
follow business-as-usual practices which encouraged children to spend money.   23

 
Consumers could not avoid these purchases; they could also not even unwind them once they 
were made. Instead of devoting time and resources to making the purchase experience friendlier 
to families, Facebook set up automatic systems to reject refunds.  Facebook even warned users 24

requesting chargebacks, “[i]f you choose to dispute these charges with your credit card company 
or bank, the account that made these charges may become limited and will lose certain 
functionality.”  Facebook employees themselves described the refund process as “awful.”   25 26

 
There is no benefit to consumers here--not to the parents being charged without permission, nor 
to the kids who do not realize the digital “sword” they click on in a game costs actual money. 
The only benefits accrue to Facebook and the developers who have designed a system to dupe 
children and take their families’ money. 
 
COPPA 
 
COPPA makes it unlawful for an “operator of a Web site or online service directed to children, 
or any operator that has actual knowledge that it is collecting or maintaining personal 
information from a child, to collect personal information from a child” unless it has obtained 
verifiable parental consent and provided appropriate disclosures.  Facebook has long maintained 27

that children under 13 may not use its service.   For this reason, Facebook has never provided a 28

children's privacy policy; nor does it give any notice or obtain consent from parents for the 
collection and use of personal information from users under the age of 13.  
 
Nonetheless, the unsealed documents show that Facebook was aware that many of the games it 
offered were popular with children under age 13, and that these games were in fact being played 
by children under 13. For example, documents demonstrate that Facebook was aware that Angry 
Birds was enjoyed by five year olds, but that Facebook kept it and other “lossy [friendly 
fraud]-minor heavy apps” such as “PetVille, Happy Aquarium, Wild Ones, Barn Buddy, and any 
Ninja game.”  Documents also show that Facebook personnel had actual knowledge that 29

22 Exhibit I to Plaintiff's Motion for Class Certification (Unsealed Dkt. 193-5), attached as Appendix 2 
23 Exhibit K to Plaintiff's Motion for Class Certification (Unsealed Dkt. 193-6), attached as Appendix 2 
24 Exhibit L to Plaintiff's Motion for Class Certification (Unsealed Dkt. 193-7), attached as Appendix 2 
25 16 CFR § 312.3. 
26 Exhibit Q (Unsealed Dkt. 193-12), Appendix 2 
27 16 CFR § 312.3. 
28 See Facebook’s Terms of Service - ​ https://www.facebook.com/legal/terms/update​ (last revised, April 
19​th​, 2018)  
29 Exhibit M (Unsealed Dkt. 193-8), Appendix 2 
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children under 13 were playing these games.  In some cases, a child used a false age to establish 
an account.  In two cases, it appears Facebook closed down an account a child created.  In most 30 31

cases, however, it appears the child used the account of a parent or grandparent, as in the case of 
the five year olds playing Angry Birds.  And in most cases, there are no documents to 32

demonstrate that Facebook closed any accounts or deleted any children’s information, despite the 
rampant problem of “friendly fraud” from underage users. 
 
Given the scale of the fraud, and the extent to which Facebook has been less than straightforward 
regarding its data policies in the past, we urge the FTC to investigate what personal information 
Facebook has collected from children, whether it has promptly deleted the information it did 
collect, whether it has removed accounts established by children under 13, ​and whether it has 
taken steps to ensure that in the future, no personal information from children will be collected, 
used or disseminated without complying with all of the COPPA provisions—including and 
especially on any games that are popular among young children. 
 
CONCLUSION 
 
Facebook’s internal documents indicate a callous disregard for young people and a culture that 
prioritized profits over people. This is not the first time Facebook has demonstrated a lack of 
care towards young people. In 2017, reports surfaced of Australian employees offering marketers 
the ability to target teens who were feeling low.  Facebook’s content removal practices have 33

allowed hateful speech to remain if it was targeted at young people.  And Facebook’s 34

information collection tactics, including siphoning information from friends, are likely to be 
particularly harmful to teenagers whose entire lives have a digital imprint.  Just last month, it 35

was revealed Facebook had been recruiting teens on Instagram and Snapchat (both popular with 
the younger demographic), and paying them $20 a month for access to everything on their 
phones, including screenshots of online purchases.  36

30 Exhibit PP to Plaintiff's Motion for Class Certification (Unsealed Dkt. 194-10), attached as Appendix 2 
31 Exhibit PP (Unsealed Dkt. 194-10), Appendix 2 
32 Exhibit N (Unsealed Dkt. 193-9), Appendix 2, see also Exhibit EE to Plaintiff's Motion for Class 
Certification (Unsealed Dkt. 194-1), attached as Appendix 2 
33 “Facebook Research into Aussie Teens Feeling Overwhelmed and Anxious.” NewsComAu,1 May 2017, 
www.news.com.au/technology/online/social/leaked-document-reveals-facebook-conducted-research-to-ta
rget-emotionally-vulnerable-and-insecure-youth/news-story/d256f850be6b1c8a21aec6e32dae16fd. 
34 Angwin, Julia, and Hannes Grassegger. “Facebook's Secret Censorship Rules Protect White Men From 
Hate Speech But Not Black Children.” ProPublica, ProPublica, 
www.propublica.org/article/facebook-hate-speech-censorship-internal-documents-algorithms​. 
35 Baig, Edward C. “Exclusive: Facebook's Policies on Teens Should Be Probed by FTC, Child Advocacy 
Group Says.” USA Today, Gannett Satellite Information Network, 11 June 2018, 
www.usatoday.com/story/tech/columnist/baig/2018/06/11/teen-privacy-facebook-cambridge-analytica-con
cerns-common-sense/685749002/​. 
36 Constine, Josh, and Josh Constine. “Facebook Pays Teens to Install VPN That Spies on Them.” 
TechCrunch, TechCrunch, 29 Jan. 2019, ​techcrunch.com/2019/01/29/facebook-project-atlas/ 
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The Commission has long recognized the particular vulnerability of young people. We request 
that you investigate whether Facebook complies with Section 5 and COPPA, and ensure that, in 
the future, Facebook cannot take advantage of families in this way.  
 
 
Respectfully,  
Common Sense Media 
Campaign for a Commercial-Free Childhood 
Center for Digital Democracy 
Badass Teachers Association, Inc. 
Children and Screens 
Consumer Action 
Consumer Federation of America 
Defending the Early Years 
Electronic Privacy Information Center 
Media Education Foundation 
New Dream 
Parent Coalition for Student Privacy 
Parents Television Council 
Peace Educators Allied for Children Everywhere (P.E.A.C.E.) 
Public Citizen 
Story of Stuff 
TRUCE (Teachers Resisting Unhealthy Childhood Entertainment) 
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C. Brooks Cutter, SBN 121407 
John R. Parker, Jr., SBN 257761 
CUTTER LAW P.C. 
401 Watt Avenue 
Sacramento, CA 95864 
Telephone: (916) 290.9400  
Facsimile: (916) 588.9330 
Emails: bcutter@cutterlaw.com / jparker@cutterlaw.com 
 
Daniel B. Edelman  
Katz, Marshall & Banks LLP 
1718 Connecticut Avenue NW, Suite 600 
Washington, DC 20009 
Telephone: (202) 299-1140 
Email: Edelman@kmblegal.com 
 
Benjamin Edelman  
169 Walnut Street 
Brookline, MA 02445 
Telephone: (617) 359-3360 
Email: ben@benedelman.org 
 
Attorneys for Plaintiffs 
 
 
 
 

UNITED STATES DISTRICT COURT 

NORTHERN DISTRICT OF CALIFORNIA 

SAN JOSE DIVISION 

 
I.B., by and through his Guardian ad Litem 
GLYNNIS BOHANNON and J.W., by and 
through his Guardian ad Litem STEVEN 
WRIGHT, individually and on behalf of all 
others similarly situated, 

 Plaintiffs, 

v. 

FACEBOOK, INC., 
     Defendant. 

Case No. 12-CV-01894 BLF
 
[PROPOSED] ORDER GRANTING 
APPROVAL OF CLASS ACTION 
SETTLEMENT AND ENTERING 
DISMISSAL WITH PREJUDICE	

 
Judge:    Hon. Beth Labson Freeman 
Courtroom:   3 
 
[ORDER TO BE ENTERED ON OR AFTER 
APRIL 24, 2016 PURSUANT TO 28 U.S.C. 
§ 1715(D)]
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 1.   

 

Plaintiffs’ Motion for Approval of Class Action Settlement (the “Motion”) in the 

above-entitled action (the “Action”) came on for hearing on March 17, 2016.  The Court has 

reviewed and considered the Motion, including all supporting exhibits, and the Class Action 

Settlement Agreement (“Settlement Agreement”) attached to the Motion and exhibits thereto, and 

the Court has considered the arguments and authorities presented by the Parties and their counsel 

and the record in the Action, and 90 days having passed on April 24, 2016 from service of notices to 

appropriate state and federal officials under the Class Action Fairness Act (“CAFA”) 28 U.S.C. 

§ 1715, and good cause appearing,  

IT IS HEREBY ORDERED THAT: 

1. This Court has jurisdiction over the subject matter of this Action and over all parties 

to the Action, including all members of the class it certified pursuant to Federal Rule of Civil 

Procedure 23(b)(2) consisting of: “All Facebook users who are or were minor children according to 

Facebook’s own records for the four years preceding the date on which the original complaint was 

filed through the date on which a class is certified (‘the Minor Class’); Within the Minor Class is a 

subclass of Minors from whose Facebook accounts Facebook Credits were purchased. (‘the Minor 

Purchasing Subclass’)” (the “Class”). 

2. Facebook is enjoined as follows: 

i. Facebook’s refund practices and policies with respect to U.S. Minors will 

comply with the California Family Code. 

ii. Facebook will include language in substantially the following form in its 

Community Payments Terms applicable to U.S. minor users (currently at 

https://www.facebook.com/payments_terms): “All funding transactions are 

final unless otherwise required by law.” 

iii. Facebook will include language in substantially the following form in the 

Developer Payments Terms applicable to U.S. developers (currently at 

https://developers.facebook.com/policy/payments_terms): “You 

acknowledge that transactions with minors may be voidable by law and 

agree that you may be required to refund amounts paid.” 

Case 5:12-cv-01894-BLF   Document 163   Filed 05/26/16   Page 2 of 8



 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 2.   

 

iv. Facebook will add to its refund request form for In-App Purchases for U.S. 

users a checkbox or substantially similar functionality with accompanying 

text such that users are able to indicate that the In-App Purchases for which 

they are seeking a refund was made when the user was a minor. 

v. Facebook will implement a dedicated queue within Facebook to address 

refund requests in In-App Purchases, made by U.S. Minors subject to 

verification of minority.  The employees staffing the dedicated queue will 

receive further training regarding how to analyze and process such refund 

requests in accordance with applicable law. 

vi. Subject to regulatory approval in certain states, Facebook will include 

language similar to the following draft proposal in (a) the email receipt for 

transactions for U.S. Minors and (b) refund confirmation emails sent to U.S. 

Minors:  “Please always make sure you have your parent or guardian’s 

consent to use their payment sources.”  Facebook will include an HTML link 

to the Community Payments Terms in the foregoing email confirmations. 

vii. Facebook will emphasize the following language in the Community 

Payments Terms, by bolding and putting a box around the text, or by a 

substantially similar method: 

If you are under the age of eighteen (18), you may use Facebook 
Payments only with the involvement of your parent or guardian. 
Make sure you review these Terms with your parent or guardian so 
that you both understand all of your rights and responsibilities. 

3. Nothing described in the injunctive relief above will inhibit, prevent, or limit 

Facebook from making product changes, changes to its terms of use (currently referred to as the 

“Statement of Rights and Responsibilities”), its payment terms for users or developers (currently 

titled the “Community Payments Terms” and “Developer Payments Terms”), or other changes, 

from time to time, as it deems appropriate in the conduct of its business, provided that such changes 

are consistent with the relief described above, or to comply with the law. 

4. The injunction described above shall be in effect for three (3) years from the Final 
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 3.   

 

Settlement Date. 

5. The claims of I.B. and J.W., respectively, arose when they were both minors.  I.B. 

was a minor user of Facebook who purchased Facebook credits in the amount of $610.40.  I.B. was 

able to obtain a refund of $603.00. J.W. was a minor user of Facebook who purchased Facebook 

credits in the amount of $1268.90. J.W. was able to obtain a partial refund when requested from 

Facebook, but did not receive a refund of $999.30 of that amount.  As part of the Settlement 

Agreement, I.B. and J.W. have waived all of their rights against Facebook that they might have 

arising from these transactions and are providing a complete release. 

6. J.W. will receive $5,000 and I.B. will receive $5,000 in incentive 

award payments pursuant to the Settlement Agreement.  The incentive award payments to minors 

J.W. and I.B. shall be made to blocked accounts for each of them. No withdrawals of principal or 

interest may be made from the blocked account or accounts without a further written order under 

this case name and number, signed by a judicial officer, and bearing the seal of this court, until the 

minor attains the age of 18 years.  When the minor attains the age of 18 years, the depository, 

without further order of this court, is authorized and directed to pay by check or draft directly to the 

former minor, upon proper demand, all moneys including interest deposited under this order. The 

money on deposit is not subject to escheat.  

7. The Court has conducted an evaluation of the fairness, reasonableness, and 

adequacy of the proposed settlement set forth in the Settlement Agreement (the “Settlement”).  The 

Court finds that the Settlement appears to be the product of serious and informed arm’s length 

negotiations; has no obvious deficiencies; does not improperly grant preferential treatment to the 

class representatives or any members of the Class; and is fair, reasonable, adequate, and in the best 

interests of the Class.  The Court finds that the consideration to be given by Facebook is reasonable 

and in the best interests of Plaintiffs and the Class, considering the disputed issues, circumstances, 

and affirmative defenses asserted in the Action, and the potential risks and likelihood of success of 

pursuing litigation on the merits.  The complex legal and factual posture of this case and the fact 

that the Settlement Agreement is the result of arm’s length negotiations between the Parties, 

including negotiations presided over by Edward A. Infante of JAMS, support this finding.  The 
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 4.   

 

Court finds that these facts, combined with the lack of other indicators of collusion and the Court’s 

observations throughout the litigation, demonstrate that there was no collusion present in the 

reaching of the Settlement Agreement, implicit or otherwise.  See In re Bluetooth Headset Prods. 

Liab. Litig., 654 F.3d 935, 947 (9th Cir. 2011).  This finding is also supported by, among other 

things, the fact that the Settlement Agreement does not provide for a release of Class members’ 

claims. 

8. The Court has specifically considered the factors relevant to class settlement 

approval (see, e.g., Churchill Vill., L.L.C. v. Gen. Elec., 361 F.3d 566 (9th Cir. 2004))—including, 

inter alia, the strength of the Plaintiffs’ case; the risk, expense, complexity, and likely duration of 

further litigation; the risk of not maintaining class action status through trial; the relief provided for 

in the Settlement Agreement; the extent of discovery completed and stage of the proceedings; the 

experience and views of counsel; the (non-)presence of a governmental participant; and the 

reaction of members of the Class to the proposed settlement —and upon consideration of such 

factors finds that the Settlement is fair, reasonable, and adequate to all concerned. 

9. The Court previously evaluated adequacy at the certification stage and found Class 

Representatives and Class Counsel adequate in the Court’s order on Plaintiff’s motion for class 

certification.  See Dkt. 131 at 18-20.  The Court now finds that the Class Representatives and Class 

Counsel will adequately represent the Class for the purposes of entering into and implementing the 

Settlement Agreement.  

10. Accordingly, the Settlement is hereby finally approved in all respects, and the 

Parties are hereby directed to implement the Settlement Agreement according to its terms and 

provisions.  The Settlement Agreement is hereby incorporated into this Order in full and shall have 

the full force of an Order of this Court.  Except where otherwise defined herein, all capitalized 

terms contained herein shall have the meanings assigned to them in the Settlement Agreement. 

11. Pursuant to Federal Rule of Civil Procedure 23, direct notice of the Settlement to 

members of the Class is not required because the Class is certified under Rule 23(b)(2), members of 

the Class are not releasing any claims, and the Class Representatives can adequately represent 

absent members without notice. 
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 5.   

 

12. The Court hereby dismisses the Action on the merits and with prejudice.  No fees or 

costs are awarded, except as expressly provided in the Court’s order on Plaintiffs’ motion for fees, 

or by other order of the Court. 

13. Upon the Final Settlement Date, Plaintiffs I.B., by and through his Guardian ad 

Litem Glynnis Bohannon, and J.W., by and through his Guardian ad Litem Steven Wright shall be 

deemed to fully, finally and forever release, relinquish, and discharge Defendant Facebook and any 

and all of its past or present predecessors, successors, assigns, parents, subsidiaries, associates, 

affiliated and related entities, employers, employees, agents, representatives, consultants, 

independent contractors, directors, managing directors, officers, partners, principals, members, 

attorneys, accountants, financial and other advisors, investment bankers, insurers, underwriters, 

shareholders, lenders, auditors, investment advisors, and any and all present and former companies, 

firms, trusts, corporations, officers, directors, other individuals or entities in  which Facebook has a 

controlling interest or which is affiliated with any of them, or any other representatives of any of 

these Persons and entities (the “Released Parties”) from any and all actual, potential, filed, known 

or unknown (specifically including “Unknown Claims” as defined below), fixed or contingent, 

claimed or unclaimed, suspected or unsuspected, claims, demands, liabilities, damages (including 

but not limited to punitive, exemplary or multiple damages), charges, penalties, losses, rights, 

actions, causes of action, contracts or agreements, expenses, costs, attorneys’ fees and/or 

obligations, whether in law or in equity, accrued or unaccrued, whether based on federal, state, 

local, statutory or common law or any other law, rule or regulation, including the law of any 

jurisdiction outside the United States, and whether brought directly by Plaintiffs or in a derivative 

or representative capacity by Plaintiffs’ parents, guardians, present, former, and future heirs, 

executors, administrators, representatives, agents, attorneys, partners, predecessors-in-interest, 

successors, assigns, or legatees (the “Plaintiffs’ Released Claims”).   “Unknown Claims” means 

claims that could have been raised in the Action and that Plaintiffs I.B., J.W., and/or the Class 

Members do not know or suspect to exist, which, if known by either Plaintiff or the Class might 

affect any Plaintiff or any Class Member’s agreement to release the Released Parties of the claims 

or might affect his, her or its decision to agree, object, or not object to the settlement. 

Case 5:12-cv-01894-BLF   Document 163   Filed 05/26/16   Page 6 of 8



 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 6.   

 

14. Upon the Final Settlement Date, the above releases of claims and the Settlement 

Agreement will be binding on, and will have res judicata and preclusive effect on, all pending and 

future lawsuits or other proceedings maintained by or on behalf of Plaintiffs. 

15. The Court finds that Facebook properly and timely notified the appropriate 

government officials of the Settlement Agreement, pursuant to CAFA, 28 U.S.C. § 1715.  The 

Court has reviewed the substance of Facebook’s notice (ECF No. 150), and finds that it complied 

with all applicable requirements of CAFA. Further, more than ninety (90) days have elapsed since 

Defendant provided notice pursuant to CAFA and the date of this order.  

16. Without affecting the finality of this Final Judgment in any way, the Court hereby 

retains continuing jurisdiction over the implementation, administration, and enforcement of this 

Final Judgment, the Settlement Agreement, and all matters ancillary thereto including Plaintiffs’ 

motion for attorneys’ fees. 

17. The Settlement Agreement’s provisions, and all related drafts, communications and 

discussions, shall not be construed as or deemed to be evidence of an admission or concession by 

Facebook of any wrongdoing, by any Person or entity, and cannot be offered or received into 

evidence or requested in discovery in this Action or any other action or proceeding as evidence of 

an admission, concession, or presumption regarding such matters.  However, the Settlement 

Agreement may be introduced as evidence of the parties’ respective obligations under the Court’s 

continuing jurisdiction over the injunctive relief set forth in the Settlement Agreement. 

18. The Parties, without further approval from the Court, are hereby permitted to agree 

to and to adopt such amendments, modifications, and expansions of the Settlement Agreement and 

its implementing documents (including all exhibits to the Settlement Agreement) so long as they 

are consistent in all material respects with this Order and do not limit the rights of Class members. 

19. The Court hereby directs entry of this judgment pursuant to Federal Rule of Civil 

Procedure 58 based upon the Court’s finding that there is no just reason for delay of enforcement or 

appeal of this judgment notwithstanding the Court’s retention of jurisdiction to oversee 

implementation and enforcement of the Settlement Agreement and Plaintiffs’ motion for attorneys’ 

fees. 

Case 5:12-cv-01894-BLF   Document 163   Filed 05/26/16   Page 7 of 8



 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

 7.   

 

IT IS SO ORDERED. 
 

Dated this 26th day of May, 2016 
 
 
 
 

                                  
HONORABLE BETH LABSON FREEMAN 

 UNITED STATES DISTRICT COURT 
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separated out the accounts that were first tagged in the chargebacks queue. Since the tags were not 
applied preemptively, these accounts should not be included. 

i. 3462 accounts received one of these tags: 3447 in a queue 
besides chargebacks and 15 in the chargebacks queue. 

• Minor's Accounts that were reviewed and not tagged: The second query includes all users aged 13-
1 7 as of March 20 11 that spent credits between 10/12/20 1 0 and 1 I 12120 11 and were not tagged as 
UnderageUser, SuspectTooYoung, or TooYoungforFB. This query should be more representative of the 
total presence of minors within our gaming ecosystem. 

1. 84,030 accounts belong to FBZ users aged 13-17 and were 
not tagged in CRT 

• It is important to note that minors who make purchases on any account legitimately belonging to 
someone over the age of 17 will not be included in this study. 

• Also worthy of note: when an account is permanently disabled by UO or another team for violating 
certain policies, all data is erased from that account. Thereby any account that was disabled under UO' s 
Underage Privacy policy will not be included in this data. These accounts are labeled as NULL and are 
mixed in with legitimate, non-minor accounts that also are missing the age data for some reason. There 
appear to be a large number of these accounts, and this could bias the results in either direction. 

4. Results 

a. FBZ Payments from Tagged Accounts Belonging to Minors (see Appendix A) 
i. The 3447 accounts tagged in a non-cb queue spent $755K on FBZ: $460K of"good" revenue, $40K 

of refunds, and $255K of chargebacks. 

• 61% of total is good revenue 
• 34% is charged back 
• 5% is refunded 

b. FBZ Payments from Non-Tagged Accounts Belonging to Minors (See Appendices B +C) 
i. The 84,030 accounts not tagged in CRT spent a whopping $3.6 million on FBZ: $3.2 million of 

"good" revenue, $88K ofrefunds, and $335K ofchargebacks. 

• 88% is good revenue 
• 9% is charged back 
• 3% is refunded 

5. Conclusion + Next Steps 

When I started thinking about this project, I hypothesized that a large percentage of underage FBZ spend would 
be refunded or charged back. This is true of the accounts that are tagged in CRT (around 4% of ail accounts 
belonging to minors that were analyzed in this study) where almost 40% of incoming spend was returned to the 
user as either a chargeback or a refund. However, of accounts that were not tagged in CRT, either because they 
were not queued for review or because the reviewing analyst believed the user was truthful in reporting their 
age as 13-17, an overwhelming 88% of incoming spend was ultimately "good" revenue (in that it was not 
refunded or charged back). This aiiows me to state confidently that the current policy of not refunding for 
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From: 
Sent: 
To: 
Cc: 
Subject: 

+Will/Bill 

Hi all, 

Danny Stein 
Wednesday, February 22, 2012 5:52PM 
Sara Brooks 
Julien Codomiou; Gareth Morris; Will Wirth; Bill Richardson 
Re: Insights update and Credits refunds 

We dug a little deeper into the refunds occurring on Angry Birds and it looks like most all (~93%) of the refunds are being 
made due to friendly fraud refund requests. In nearly all cases the parent knew their child was playing Angry Birds, but 
didn't think the child would be allowed to buy anything without their password or authorization first (like in iDS). The 
combination of Angry Birds being an existing title on mobile and being targeted at a younger demo most likely explains the 
higher refund rate they are· seeing. The difficulty with friendly fraud is that we do not have a clear way to identify it at a 
purchase level because it looks like a good transaction and if we were to build risk models to reduce it, we would most likely 
block good TPV. 

I think we all agree that it is really Important for Angry Birds to be a success story so if they are really concerned about the 
refund rate we can increase our focus on their transactions and our processes around them to try and lower their refund rate. 

@Sara, can we schedule some time to chat with them next week? I would also push them again to pull their refund codes via 
the API so they can better understand this behavior themselves. 

Best, 
Dannv 

Cc: Julien Codorniou Gareth Morris <gl1]1@fb.com> 
Subject: Re: Insights update and Credits refunds 

Hi guys, 

Just an update, this looks to all be friendly fraud (unauthorized charges made by a child or adult that is known to the 
cardholder) and we haven't seen one case of true fraud. From first glance the the refund rate is low by order count but higher 

actual credit amount meaning a handful of high amount orders were refunded. We are digging into the data and 
should have something to send to Rovio in the next day or two. Just a heads up that we are on the case! @Sara, I'd love to hop 
on a call with their team in the next two weeks to discuss this and some other payments best practices. 

-Danny 

From: Sara Brooks <sara@fb.com> 
Date: Tue, 21 Feb 2012 13:33:34 -0800 
To: Danny Stein <dstein@fb.com> 
Cc: Julien Codorniou Gareth Morris 

Subject: FW: Insights update and Credits refunds 

Hey Danny-

FB-I B-0003126 
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Looks like Angry Birds is seeing 5-10% in refunds since they launched last week. Can we comment on whether or not that's a 
high percentage? Also, anything in particular that you see with regard to their refunds that we can help counsel them on? 

Sara 

From: Sean Ryan <seandryan@fb.com> 

Date: Mon, 20 Feb 201210:14:35 -0800 

To: Gareth Morris ..:gjm@fb.com> 

Cc: Julie!l Codorniou <iulienco@fb.com>, Internal Use <sara@fb.com> 
Subject: Re: Insights update and Credits refunds 

Julien and Sara, please follow up on this question. Sean 

Sent from my iPhone 

On Feb 20, 2012, at 10:09 AM, "Gareth Morris" <gjm@fb.com> wrote: 

Hi Stefan, 

Let me check up to see if that's a high refund rate. 

Have you read the section on Disputes and Chargebacks in our 
docs? https ://developers. facebook.com/ docs/ credits/disputes/ 
You should receive an email when a user disputes a transaction, and then you are able to either "settle" or 
"refund" it. 
If a transaction has been refunded by Facebook, you will see an extra field when you GET /ORDER_ID via the 
Graph- refund _reason_ code 

You can also query the Graph API with a GET to /APP _ID/payments?status=refunded with your app access 
token to see all refunded transactions. 

I noticed Insights data was out of date today too. It's normally a couple of days behind, but this seems like a 
bug. Looking into it on our side. 

Gareth 

From: Stefan Hauk <stefan.hauk@rovio.com> 
Date: Mon, 20 Feb 2012 18:04:25 +0200 
To: Rovio Partnership <rovio-partnership@fb.com> 

Cc: Gareth Morris <gjm@fb.com> 
Subject: Insights update and Credits refunds 

Hi, 

I have a question about Facebook Credits refunds. We have been seeing refund rates of 5-10% in terms of 
credits spent so far on Angry Birds. This seems quite high to me, but it might just be normal for games on 
Face book. Can you give us an indication of what the average expected refund rate is on the platform? Is 
there a way to get data about the reason for the refunds? 

Also, I noticed that the Insights data have not been updated for Angry Birds (178222352279634) since 
Tuesday last week, apart from the Credits section. Shouldn't these numbers update the latest 24 hours after 
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a full day is completed? And which time zone do you use as a cut-off point for the days? 

Thanks, 

Stefan 

Stefan Hauk 
Lead Server-Programmer, Web Games 
Rovio Entertainment Ltd. 

Keilaranta 17, FIN- 02150 Espoo, Finland 
Mobile: +358 (0)50 388 9486 
Fax: +358 (0)9 759 3350 
stefan.hauk@rovio.com 

www.rovio.com 

CONFIDENTIAL 
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From: 
Sent: 
To: 
Subject: 

Elizabeth Williges 
Tuesday, November 08, 2011 11:46 AM 
discussions+3046573362i 3911 @xmail.facebook.com 
Developer education for loss insights 

Title Developer education for loss insights 
Sent To d§1ein@tb.com, tara({Ufb com, brichardson@tb.com, mandvearhartr7Mb.com, joseph.filip@.fb.com 
by Elizabeth Williges 

Hi alL 

As discussed earlier. there is a huge need to educate developers and improve their understanding of our fraud 
management and dispute resolution practices. Below is non-comprehensive list proposed topics to help us 
accomplish this goal. 

Losses 

~ Refunds - high level overview of our policy 
" Losses - high level overview why developers shouldn't focus on them- virtual goods bear no cost 
" API - "Did you know'!" section on what's available today 
• Friendly Fraud- what it is. why it's challenging, and why you shouidn't try to block it 

o Friendly fraud refunds 
::) Friendly fraud CB's 
o friendly fraud minor 
o Friendly fraud adult 

" Accrual vs. Cash accounting- definitions and differences 
" Credits Insights Overview of existing report 

2. Fraud Management- Facebook's philosophy (Joseph) 

" of our 1'% philosophy - optimizing the ecosystem and maxirmzing revenue 
" Reasons for refund/CB spikes- best practices on when to ignore & when to deep dive 
., Fraud management- What we do to ensure malicious fraud doesn't get out of control (ex. controls to 

review apps w/loss rates over 
" Risk rules and fraud models- any insight we can provide around limiting false positives? Why we 

think they are best in class and how we· re constantly improving them. 
FB to f.rand- high precision due to account level info 

3. Game mechanics/characteristics (Tara) 

" 

Type of apps that are expected to have higher losses 
Ln-game mechanics that are expected to have higher losses 
Countries that have higher fraud losses 
Policies and actions taken on f1·audste.rs - what are they'1 how they maximize revenue 

malicious actors fi·om being repeat offender" 
fraud 

o What is it'1 
o When do we refund for it'1 
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4. Developer best practices for customer service (Danny) 

• Dispute process - how it works, what inquiries go to FB vs developer 
• Response time - what we recommend, why it matters 
• Recommended metrics to track- contact rate, etc. 
" Developer refunds (definition) 
" Developer refund best practices- Encourage giving virtual items instead of 

extra virtual items to improve customer satisfaction 
.. User confusion 

o What is is? 
o When do we refund for it'~ 

--Next Steps--
1) Def1ne assigned topics 
2) Disperse to our working group for feedback 
3) Revise and finalize with :XrN stakeholders 

and even 

4) Determine the best distribution channel (blog, emaiL notification, etc.) & time frame for launching 
5) Add to the US help center if isn't launching in the next few weeks 
6) Submit for FL translation and add to the help center when completed 
7) Add NPS question to the developer surveyPlease share your feedback on the list above, proposed next steps, 
and add any missing items. Also, feel free to trade topics w/ me or anyone else 

You can reply with a comment, or post it here: 

Reply vvith '!subscribe' to receive replies to this discussion. 
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