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Consumer Reports, Consumer Action, Consumer Federation of America, National Association of
Consumer Advocates, and the National Consumer Law Center on behalf of its low-income
clients are pleased to submit comments in response to the Federal Communications
Commission’s (“FCC” or “Commission”) pursuant to the Protecting Consumers from One-Ring
Scams proceeding, on how to best protect consumers from so called “one-ring” scam calls,* and
the related Pallone-Thune Telephone Robocall Abuse Criminal Enforcement and Deterrence Act
proceeding, regarding how to approach voice service providers granted an extension to comply
with the TRACED Act but are originating scam calls.?

Both proceedings further the implementation of the TRACED Act, passed to help consumers
avoid receiving unwanted spoofed calls (call spoofing is when a caller inputs an incorrect
number into the caller 1D, to trick the recipient into picking up the phone, returning the call, or to
hide the caller’s identity.) And as both proceedings deal with the larger issue of scam calls,
including spoofed scam calls, we propose a single set of recommendations, and filing them in
both proceedings. They are also consistent with the comments we filed last month.?

Swift action is important, especially in light of the COVID-19 crisis, which has opened new
opportunities for scammers.* To help stop scam and other unwanted calls, the FCC should:

e Require all voice service providers to provide three levels of call blocking options: opt-
out screening of scam calls, including those identified as likely one-ring scam calls, opt-
in to more comprehensive technologies to block spam calls, and personal blacklists, all at
no additional cost to subscribers, consistent with the TRACED Act;

e Require all voice service and gateway providers to adopt traceback and know-your-
customer procedures, including, but not limited to:
o Registering with the FCC;
o Providing information as requested to all traceback efforts;
o Declining traffic from identified bad actors; and
o Keeping records of all calls for the full four years of the TCPA’s statute of
limitations.
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e Regularly evaluate providers granted a delay under the TRACED Act, no less than once a
year, but more often if the need becomes apparent.

Below, we address each of these points in more detail.

The FCC should, consistent with TRACED, require all voice service providers to provide
three levels of call blocking options: opt-out screening of scam calls, including those
identified as likely one-ring scam calls, opt-in to more comprehensive technologies to block
spam calls, and personal blacklists, all at no additional cost to subscribers.

Consumers need protections from all unwanted calls, including scam calls. One-Ring calls are a
subset of scam calls which gained increasing attention in 2019.° The one-ring scam occurs when
scammers robocall consumers, often with a spoofed number, and then disconnect after one ring.
The consumer, worried that they have missed an important call, dials the number on the caller
ID, and is then charged hefty international calling fees.® According to ZipDX, the scammers
typically split the charges with the voice service provider carrying the call.’

Requiring companies to block unwanted calls will significantly protect consumers from this
scam, as the best way to keep consumers from falling victim to scams is preventing them from
receiving the calls in the first place. Scammers are skilled at separating consumers from their
money, and even consumers who are generally well-educated on scams could be tricked in a
vulnerable moment.® One-ring scammers reach their victims by sending out mass, autodialed
calls, and voice service providers can intercept them by using reasonable analytics to identify
these calls, and stop the calls before they reach the consumer. As Transaction Network Services
points out, voice service providers already have the authority to block scam calls on an opt-out
basis.® And the TRACED Act authorizes the FCC to require voice service providers to engage in
call-blocking. While many voice service providers are presumably already blocking scam calls,°
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especially pursuant to the agreement reached last year with state attorneys general,** the FCC
should clarify the requirement and ensure that all voice service providers comply.

As consumers receive many different types of calls, not just scam calls, voice service providers
should also be required to give consumers the option to screen out suspected spam calls—
including calls from debt collectors, political calls, and informational calls. While caller ID
authentication should help companies block calls more precisely, some unwanted calls are likely
to still slip through, and voice service providers should also be required to give consumers the
option to elect to block individual numbers. As required by the TRACED Act, voice service
providers should provide these tools at no additional line item charge.

The call-blocking requirement should also apply to companies granted a delay of compliance
with implementing STIR/SHAKEN pursuant to the TRACED Act, regardless of whether they
are the source of mass scam calls. Their customers deserve the protections provided by these
measures just as everyone else in the United States does.

One way that one-ring scams are different from other robocalls is that they involve consumers
not only receiving robocalls, but then being tricked into taking a second action—to place an
outbound call, through which they incur the fees. We agree with ZipDx’s suggestion to consider
requiring originating voice service providers to provide a warning or notification to customers
before honoring the customer’s request to place an international call.*?

Voice service and gateway providers should be required to adopt traceback and know-
your-customer procedures.

Because not all voice service providers currently have the technical capability to fully implement
STIR/SHAKEN so that all caller ID spoofing will be prevented, all voice service and gateway
providers need to be pressed to find and implement other procedures—including traceback and
know your customer requirements—to prevent scam calls from reaching consumers. Without
these requirements, scammers will likely route scam calls through those providers that are not
required to comply with the TRACED Act and have not implemented caller ID authentication,
seriously compromising all of the hard work undertaken to address caller 1D spoofing.
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And even if all voice service providers shifted to IP overnight, and were able to swiftly
implement caller ID authentication, STIR/SHAKEN is far from perfect. Unauthenticated calls
originated overseas could also be a source of spoofed scam calls. And even after full
implementation, scammers can still buy up many different numbers, verify them through
STIR/SHAKEN, and then use those numbers to send robocalls to consumers.!3 We are
concerned that consumers would be even more likely to pick up the phone when receiving calls
that appear to be verified, potentially worsening the robocall scam problem.

The solution is to press the voice service and gateway providers not to originate scam traffic in
the first place, and hold bad actor companies accountable. For example, all voice service and
gateway providers should be required to register with the FCC, in order to better enable
appropriate oversight, and they should be required to participate in US Telecom’s traceback
group, in which providers share information in order to quickly trace scam calls to their source
and then stop originating those calls.

Since calls are typically routed through multiple phone companies before they reach the
recipient, it has often taken months in order to trace a complaint about a call back to the
originating carrier, as the enforcement agency has had to seek multiple subpoenas to obtain the
necessary information.'* The traceback program has routinized this process and has sped it up, in
many cases, to a matter of days or even hours.® If all providers were participating in the
program, the process would be even more successful. Enforcement authorities could more
quickly identify perpetrators, or at least more quickly identify the point at which the calls enter
the United States, and shut down the traffic.

To better promote compliance and facilitate enforcement, voice service and gateway providers
should be required to keep records for the full four years covered by the statute of limitations
under the TCPA. The FCC needs to be fully engaged in enforcing the TCPA. Ensuring that the
Commission has access to compliance records covering the full period subject to enforcement
will provide it with information critical to evaluating the full scope of a provider’s compliance,
or lack thereof.

The FCC and FTC have had some success in recent months in shutting down COVID-related
scam calls, by threatening to authorize other providers to not carry the traffic introduced into the
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system by specific bad-actor voice service and gateway providers.® These efforts likely would
be even more successful if voice service providers were required to put in place processes to
identify the source of scam calls and decline to accept traffic from those customers,*” and to not
to accept calls from other providers identified by the FCC and FTC as facilitating scam call
traffic, as bad actor companies would be further incentivized to stop carrying scam calls. These
techniques will be helpful in further preventing scam calls. And for maximum effect, they should
also be required for companies granted a delay of compliance with the TRACED Act.

Regularly evaluate companies granted a delay under the TRACED Act, no less than once a
year.

Another important way to help plug up gaps is to ensure strict oversight over companies that
have been granted a delay in compliance, and to regularly evaluate these companies, at least once
a year, to better ensure that no voice service provider is allowed to skirt the law indefinitely. The
reviews should include updates on the company’s progress, whether the reasons it was granted a
delay are still pertinent, and whether the company is reportedly originating scam traffic. These
reviews should be public and subject to public comment. Encouraging these companies to come
into compliance with the TRACED Act as quickly as possible will be critical to helping improve
overall robocall mitigation efforts.

Thank you for the opportunity to submit comments.

Respectfully submitted,
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