10/28/2020
Dear Mark Zuckerberg,

Voting has already begun in one of the most consequential elections in U.S. history. More than
ever before in American politics, the members of the public need to know who is trying to
influence them and how.

Yet at this critical moment for the country, Facebook has threatened to shut down an independent
research effort studying political ad targeting on the platform. In a cease + desist letter, Facebook
directed New York University to shut down its Ad Observer browser plug-in, a tool that allows
Facebook users to volunteer to contribute information about the ads and ad targeting they
encounter on the platform. Facebook also demanded that the project delete all the data it has
collected.

Ad Observer allows journalists and researchers to better understand the political misinformation
and manipulation that spreads daily on your platform. It has been a resource for substantive
reporting on the upcoming election, used by dozens of newsrooms, from Florida to Utah, from
outlets like the Houston Chronicle and Missouri Independent to Buzzfeed and The Markup.

Facebook claims its motive for threatening Ad Observer is that browser plugins and extensions,
like Ad Observer, could violate Facebook users’ privacy. But Ad Observer only collects
information about the ads people see, not personal posts or users’ personal information. What is
true is that the Ad Observatory project has revealed serious flaws in Facebook’s advertising
transparency policies. The Ad Observatory project helped researchers and journalists
demonstrate that Facebook:

o Routinely fails to include political ads in the Facebook Ad Library;

« Allows political campaigns to use targeting in manipulative ways to reach voters;

e Provides confusing and contradictory information on how much is being spent on
political ads;

o Provides ways for foreign governments to reach U.S. voters with manipulative content;

« Gives opportunities for dark money groups across the political spectrum to use Facebook
to spread misleading messages;

« Still sells discriminatory ads
groups.

despite promising to stop after a lawsuit from civil rights

Facebook professes to be dedicated to advertising transparency. But its actions against Ad
Observatory are part of a record revealing otherwise. Ahead of the EU elections last year,
Facebook blocked similar tools, which were also designed to address similar gaps and flaws in
Facebook’s Ad Library.

Preserving a healthy democracy requires that the public, journalists and policymakers have
access to credible, verifiable information and research. Facebook and all other platforms should
stop interfering with researchers and journalists who are studying the platform in the public
interest.


https://adobserver.org/
https://www.palmbeachpost.com/story/news/politics/2020/09/18/how-much-local-congressional-candidates-spending-facebook-ads/3492178001/
https://www.ksl.com/article/50028514/ksl-investigates-who-is-behind-the-millions-in-facebook-political-ads-targeting-utah
https://www.houstonchronicle.com/news/article/Website-Trump-leads-all-Facebook-ad-spending-in-15604778.php
https://missouriindependent.com/2020/10/20/social-media-ads-another-battleground-to-reach-voters-in-missouri-governors-race/
https://www.buzzfeednews.com/article/craigsilverman/facebook-biden-election-ads
https://themarkup.org/ask-the-markup/2020/08/25/does-facebook-still-sell-discriminatory-ads
https://github.com/OnlinePoliticalTransparency/social-media-collector
https://github.com/OnlinePoliticalTransparency/social-media-collector
https://www.buzzfeednews.com/article/craigsilverman/facebook-biden-election-ads
https://medium.com/online-political-transparency-project/audit-of-facebook-ad-transparency-finds-missed-political-ads-603f95027cc6
https://www.themarshallproject.org/2020/09/23/trump-s-crime-and-carnage-ad-blitz-is-going-unanswered-on-facebook
https://medium.com/online-political-transparency-project/transparency-theater-facebooks-political-ad-spending-numbers-don-t-add-up-d7a85479a002
https://www.usatoday.com/story/opinion/2020/05/27/democracy-danger-facebook-new-cybersecurity-approach-column/5255536002/
https://www.propublica.org/article/how-big-oil-dodges-facebooks-new-ad-transparency-rules
https://themarkup.org/ask-the-markup/2020/08/25/does-facebook-still-sell-discriminatory-ads
https://about.fb.com/news/2019/10/update-on-election-integrity-efforts/
https://www.propublica.org/article/facebook-blocks-ad-transparency-tools

We call on Facebook to withdraw its cease and desist demand for the Ad Observer plug-in
tool.

Instead, Facebook should use the findings from Ad Observer and other monitoring tools to
improve political ad transparency, including Facebook’s own tool which The New York Times
has dubbed “effectively useless.” Indeed, Facebook along with other platforms should publicly
disclose advertising on their platforms, including ad spending and targeting.

The world is watching. Facebook must do better.
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