February 14, 2022

A Call To Federal and State Agencies To End the Use of ID.me and Other Facial
Recognition Identity Verification Services

We, the undersigned organizations, applaud the IRS and Treasury for the decision to end the use
of ID.me in response to concerns raised by privacy experts, lawmakers, and the public. We call
on other federal and state government agencies using or considering use of ID.me to follow suit
and cancel the use of ID.me and other facial verification tools. Facial recognition technology has
been found to be biased, have a disproportionate impact on people of color and other
marginalized communities, and the use of the technology has serious implications for privacy
and civil liberties. This third-party technology should not be forced upon individuals by
government agencies.

Several federal agencies and states are already using ID.me’s face verification service.
According to reports, 27 states have contracted with ID.me as well as federal agencies like the
Department of Labor, the Department of Veteran Affairs, and the Social Security
Administration.! This recent pivot by federal agencies and states towards the use of facial
recognition technology is troubling for several reasons.

Facial recognition technology has been shown to have a racial bias and disproportionate impact
on people of color. For example, facial recognition has led to the wrongful arrest of Black men in
at least three documented incidents.> A National Institute of Standards and Technology
(“NIST”) study found “for one-to-one matching, the team saw higher rates of false positives for
Asian and African American faces relative to images of Caucasians. The differentials often
ranged from a factor of 10 to 100 times, depending on the individual algorithm.”® False positives
will only become a bigger issue as fraudsters increasingly seek ways to trick face verification
systems.*

Although disparate rates of false negatives were less of a problem in the NIST study, the absence
of data about ID.me’s actual performance in real-world applications means that the public lacks
information about ID.me’s face verification failure rate, including whether the system
disproportionately fails to verify the identities of people of color. We remind federal agencies
using ID.me and other face verification services that they have an affirmative legal obligation
under Title VI of the Civil Rights Act to ensure that recipients of federal funds are not engaging
in practices that discriminate on the basis of race. This obligation under Title VI also extends to
state agencies receiving federal funds.
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There is no indication that the federal and state entities using ID.me performed any type of
meaningful assessment that considered whether ID.me’s facial recognition identity verification
will have a disproportionate impact on people of color or other marginalized groups.> And make
no mistake, ID.me’s problems will not be confined to people of color.® Identity verification by
facial recognition may be inaccessible for individuals with certain disabilities, including
blindness.” Additionally, the issues with implementing such a system go beyond questions of
accuracy as we’ve seen with the use of ID.me for access to unemployment benefits.? Requiring
access to reliable internet service and a quality webcam or smartphone camera will undoubtedly
exclude numerous older Americans as well as people from low income and other marginalized
communities.

The use of ID.me by federal and state entities is also problematic in light of ID.me’s use of
I:many facial recognition. 1:many searches present even greater bias risks and risks to privacy
and civil liberties. We do not know which agencies contracting with ID.me simply ignored this
use or were unaware of it. Either scenario is disturbing. What is clear is that ID.me misled the
public. The company initially claimed it only used 1:1 facial recognition only to later backtrack
and admit it does also use 1:many facial recognition.’ The about-face by ID.me calls into
question how the company is using the data, particularly the face prints, it collects from members
of the public forced to use its service. ID.me’s descriptions of its use of facial recognition tend to
be overly favorable if not misleading.'”
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The use of a third-party face verification service also creates needless security issues facilitated
by government agencies forcing individuals to hand over biometric data to a private company.'!
Biometric data, particularly faceprints, are increasingly becoming targets for fraudulent
activity.!> The likely result of federal and state agencies using faces as a credential to access
sensitive information will be large-scale data breaches of a credential that cannot easily be
changed.'3

The issues described above are all exacerbated by one simple fact: There is no comprehensive
law regulating the collection, use, disclosure, and retention of biometric data. This alone should
have stopped any government agency in its track when it considered the use of facial
verification. Facial recognition is a powerful technology that has serious potential for bias as
well as significant implications for our privacy and civil liberties.'*

The recent announcement by ID.me to offer identity verification without facial recognition and
to allow users to delete their photos does not solve the issues described above and raises
additional questions. The option is not automatically granted to users of ID.me. It is only an
option that government agencies can implement if they choose and only if the agency has
“procured [ID.me’s] offline option.”!® Furthermore, the vast majority of people are not aware of
the risks associated with handing over their sensitive biometric information and making this tech
"optional" puts the onus on the individual to have the right information about those risks.

Additionally, users of ID.me that needed to verify their identity with a human operator have
faced significant obstacles, wait times lasting hours, and delays lasting days or weeks.'® Forcing
individuals to choose between submitting to facial recognition scans and these burdens would be
no choice at all. Any alternative to facial recognition must be an equally accessible option, and
we are concerned ID.me will be unable to provide that based upon its history of user interaction.

Also, the mere fact that individuals will be directed to ID.me’s face verification through the
government may give a false sense of security in using the technology. Many individuals may
still either be forced to submit to face verification or assume it is safe unless federal and state
agencies cease the use of face verification all together. Sensitive biometric data should not be
used to access government services.
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It's not clear how meaningful ID.me’s option is for users to delete photos. ID.me’s current policy
states that personal information is kept for “the duration of your relationship with ID.me plus
seven and a half years.”!” Does ID.me keep photos for seven and a half years after a deletion
request? Does ID.me use these photos as part of their 1:many facial recognition searches?

The safest and best “option” is for federal and state government agencies to end their use of this
perilous technology on the public — through ID.me or any other vendor.
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