April 23, 2013

Edith Ramirez

Chairwoman

Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580

Dear Chairwoman Ramirez:

Consumer, privacy, and children’s advocates strongly oppose delaying the effective
date of the revised Children’s Online Privacy Protection Act (COPPA) Rule as
recently urged by two trade associations. Delay in implementing these already
overdue reforms is unwarranted, would be harmful to children, and would
undermine the goals of both Congress and the FTC.

Ensuring the privacy of our nation’s children has been and must continue to be a
priority for the FTC. In proposing the COPPA Rule revisions for comment in
September 2011, the Commission explained that it was “deeply committed to
helping to create a safer, more secure online experience for children and takes
seriously the challenge to ensure that COPPA continues to meet its originally stated
goals, even as online technologies, and children’s use of such technologies, evolve.”!
[t explained that it initiated review of the COPPA Rule in April 2010 on an
accelerated schedule because of the “rapid-fire pace of technological change since
the Commission’s 2005 review, including an explosion in children’s use of mobile
devices, the proliferation of online social networking and interactive gaming.”?

We know that you fully embrace this strong commitment to protecting children’s
privacy. You have stressed the importance of updating the COPPA rules in light of
new technologies and services being increasingly utilized by children. For example,
in your speech to the Children’s Advertising Review Unit (CARU) in October 2012,
you discussed the “striking developments in technology in the daily lives of children’
and observed that the “privacy ramifications of these developments are staggering.”
You explained that it was critical that COPPA apply to mobile apps “if COPPA is to
remain relevant as the world goes mobile.”3

)

Despite the rapid changes in the children’s online media environment, it has been
more than two-and-a-half years since the Commission released its proposed rule
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changes. While the Commission recognized the need to act promptly, it has balanced
this need against the need to get ample input from the affected industries and to
provide sufficient time for implementation of the revised rules.

Indeed, the Commission provided for three separate rounds of comment. No one can
reasonably claim that the FTC failed to provide adequate notice of the proposed
changes. Moreover, in adopting the final rules in December 2012, the Commission
set an effective date more than six months in advance to give the industry plenty of
time to come into compliance.

Both groups seeking delay—the Interactive Advertising Bureau (IAB) and the
Applications Developers Alliance (Alliance)—commented on the proposal. For
example, in comments filed Dec 23, 2011, the [AB opposed any amendment to
COPPA and argued that industry self-regulation was sufficient.# In comments filed
September 24, 2012, the Alliance “opposed many of the proposal’s components.”>
Many members of the IAB and the Alliance also filed their own separate comments
on the proposals. In adopting the revised rules, the FTC carefully considered these
comments. After the rules were adopted, the Alliance objected to the changes
designed to make children’s apps a more privacy-compliant environment, including
those concerning the crucial issues defining personally identifiable information.®

The requests by IAB and the Alliance to delay implementing the rules would appear
to be an attempt at continuing their well-documented opposition to the revised
rules. Neither [AB nor the Alliance has presented any compelling reason for giving
the industry more time to comply with the law. While IAB claims that implementing
the updated rules is “proving to be challenging” for many of its members, it provides
no specific reasons or examples. Similarly, both IAB and the Alliance refer to
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“engineering questions,” but fail to identify what these are or what efforts have been
undertaken to address them.”

Both also point out that the FTC has not yet updated its “Frequently Asked
Questions” (FAQs). However, this argument is without merit. Companies are
required to comply with rules, not FAQs. In any event, the FTC has given
unprecedented guidance about the revised rules in other ways. For example, on the
same date the revised rules were released, the FTC posted an advisory to business
on its website entitled “FTC’s revised COPPA Rule: Five need-to-know changes for
your business.” The posting explained that app developers, for example, are
responsible under COPPA only if they “design and control the child-directed content.”
[t further underscored that the Commission’s adoption of an “actual knowledge”
standard means that only those who know they are collecting personal information
from a child need to ensure the protection of children’s privacy.?

The FTC has provided industry guidance in other ways as well. Then-Chairman
Leibowitz participated in a press conference on Capitol Hill and explained that the
new COPPA rules will help ensure that “business models that depend on advertising
will continue to thrive. The only limit we place is on behavioral advertising.”® In the
months leading up to and following the release of the order, FTC staff participated in
countless forums to educate the public and industry about the rule requirements.19
In addition, since early 2012 the Commission has documented and made clear its
concerns about the risks to children’s privacy in the mobile application arena.!!
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Given these efforts, we are perplexed by claims by [IAB and the Alliance that they
need significantly more time to educate their members, including smaller providers.
Both the IAB and the Alliance have long-established mechanisms for educating their
members, whether large or small. They have also participated in conversations
about the impending changes to COPPA for more than a year.1? Moreover, both IAB
and the Alliance are engaged in privacy initiatives involving behavioral and mobile
data, such as Do Not Track and the Commerce Department’s Mobile App Code of
Conduct, that reveal they are extremely well-versed in their membership’s data-
collection practices.

Similarly, we do not understand IAB’s claim that its members “need time to update
their software and business models.” Given the rapid changes in technologies and
markets, the usual claim is that the law cannot keep pace with these developments,
instead of the other way around. Nor should the Commission give any credence to
the Alliance’s claim that protecting the privacy of children will somehow lead
Alliance members to “stop publishing.” As the Commission recognizes, the children’s
digital marketplace is dramatically expanding, given young people’s (and their
parents’) enthusiastic embrace of apps, online games, and new devices.!3
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In your speech to CARU in October 2012, you observed that the more that industry
protests the proposed changes to the COPPA rule to explicitly prohibit online
behavioral advertising to children, “the more it raises questions about [industry’s]
claimed intention not to target children.”* In the present instance, similarly, the
more industry seeks to delay the implementation of rules, the more it raises
questions about industry’s intent to comply.

In sum, the revisions to COPPA are necessary to protect children and assist parents
in light of the growing use of computers, mobile phones, and tablets, the increasing
amount of data that is collected through these devices, and the sophisticated
methods used to target and market to consumers. Parents, child advocates, and the
public at large strongly support the updated rules. Thus, we respectfully urge the
Commission to reject the request for a further delay in implementing these
important rules.

Cordially,

American Academy of Child and Adolescent Psychiatry
Berkeley Media Studies Group

Campaign for a Commercial-Free Childhood
Center for Digital Democracy

Center for Science in the Public Interest
ChangeLab Solutions

Children Now

Common Sense Media

Consumer Action

Consumer Federation of America
Consumers Union

Consumer Watchdog
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Electronic Privacy Information Center
National Association of Consumer Advocates
Public Health Advocacy Institute

Public Citizen

The Praxis Project

U.S. Public Interest Research Group

Yale Rudd Center for Food Policy and Obesity

cc: Commissioner Julie Brill
Commissioner Maureen K. Ohlhausen

Commissioner Joshua D. Wright



